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2. Change Profinet Gateway Settings

3. Install the Setup Software

The gateway includes a rotary switch that defines the
number of 1/0 required. By default the switch will be set
to the 0 position (32 bytes in/out). Set the rotary switch to
match the number of I/0 set in the GSDML file. The table
below shows the setting values for the rotary switch.

Position Mode Module configuration

0 AP mode Output: 32 bytes
Input: 32 bytes

1 AP mode Output: 64 bytes
Input: 64 bytes

2 AP mode Output: 128 bytes
Input: 128 bytes

3 AP mode Output: 256 bytes
Input: 256 bytes

4 AP mode Output: 384 bytes
Input: 384 bytes

5 AP mode Output: 512 bytes
Input: 512 bytes

6~7 AP mode Reserved

8~F Bootloader mode N/A

Figure 1: Rotary switch settings

Figure 2: Rotary switch position

Download the setup software from the gateway
manufacturer's website:

http://ftp.icpdas.com/pub/cd/fieldbus_cd/profinet/utility/
pfn_tool/

The gateway includes a CD but the provided software may be
out of date. Rotork recommend downloading and installing
software from the website linked above.

Administrator rights may be required to install third party
software. Consult your IT department if installation is
not possible.
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4, Connect to the Profinet Gateway

Connect the actuator to the computer/laptop via an RJ45
(Ethernet) cable and open the gateway setup software
(PFN_Tool). Version number may differ from that shown
in this manual (version 1.32).

You will be presented with this screen:

?E. o PFN_Tool (Version 1.3 = 8
Metwodk Devices - | IP; 192.168.0,54. MAG: EC-F4-86-5470-91 finted{F} Bthemet Cannection 1215-4M) =
| Search Stat

Live List

Figure 3: Scanning for gateways
Select the GW-7662 Ethernet adapter from the Network
Device dropdown list and click Search Start. Gateways

found by the program will be populated in the Live List.

The gateway should be appear similar to below:

I | Search Sart

Live List

Type Hame [ Mk Gateway Mac
» GW-T862 P 192762050 | PSEIS5.2650 19216301 DOODEDT05:AE

Figure 4: Selecting discovered gateways

The Profinet gateway will show as type GW-7662. Take note
of the gateway IP address and Subnet mask. Now reconfigure
the computer/laptop settings so you can join the gateway
network. On Windows 7 machines this can be done in the
Network and Sharing Center. Other operating systems may
vary. Consult your IT department if in doubt. Once settings
are reconfigured, restart the setup software and scan for

the gateway.

If changing the computer/laptop IP address is not possible,
the gateway IP settings can be temporarily changed to
communicate with the computer/laptop.
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Double-click the gateway device in the Live List to open the
settings for the gateway device.

Device Information

Device Tvoe : GW-7662

Device Name : ICP

IP Address : 192.168.0.50
Subnet Mask : 2552552550
Gateway : 192.168.01

Mac Address : 00.0D:ED:17:06.AE

Device Name Corfigure
Device Name : [&3

Network Configure
IP Address  : 192.168.0.50

Subnet Mask : 255.255.255.0

Gateway : 192.168.0.1

Figure 5: Changing IP settings and gateway name

It is advisable to set a relevant name for the gateway (usually
associated to the actuator or MOV). IP address settings can
be changed to communicate with the computer/laptop.

After commissioning is complete, the gateway IP address
configuration must be changed to the required settings for
communication on the Profinet network.

4.1 Default IP Address

The default IP settings for the gateway are:

e |P:192.168.255.1

e Gateway: 192.168.0.1

e Mask: 255.255.255.0

Always check the gateway settings in the Live List shown in
figure 4.




5. Program Actuator Data Reporting

By default the gateway is programmed to read actuator
status/alarm registers, position feedback, instantaneous
torque feedback, position control and commands. If the
default settings cover all the required data, no further
configuration is necessary.

Settings are saved as a .INI file. The default Rotork settings
file is already loaded into the gateway device but it can also
be downloaded from:

www.rotork.com/products-and-services/control-
networks/ethernet

To edit configuration of the gateway device, open the
gateway device settings (figure 5) and click Advanced
Settings. To check the current configured settings click
Download Settings.

5.1 Add Custom Parameters

Extra parameters can be added using settings in the Request
Command section of the Modbus Settings tab.

Parameters must be added in accordance with applicable
Modbus manual available on the Rotork website:

www.rotork.com/products-and-services/control-
networks/modbus/modbus-literature

Custom parameters can be modified or deleted using the
respective buttons. Settings will not be saved to the gateway
until they are uploaded.

Example

To add Analogue Input (requires extra option board) for an
Q3 actuator, refer to section 7.6.3 of PUB091-004. Select
function code 03 from the drop down list. Input the actuator
Modbus address into Modbus ID (dec) and input the register
value (4) into the Start Address (dec). Count (dec) defines
the number of sequential registers to read. Leave as 1 for a
single read. Click Add to include the new parameter in the
gateway configuration.

Device infon=ation EV-'“"‘ % .
DevienTioe  : GW-TEG2 l Download | Upload
Femware Vermion V10 LoadFile | | Save File Saltings P
| | ngs
Meodbus Settings | Modbus Test | Diag Msg. | C ation Log | Inf
Passmeters
Modbus Format: [RIU w| Byte Order: |BigEsdua(Monmb) = Polling Interval (ms): 100
Modbus Type:  [Mar =] UOSsfeMode: [LaaVab =] QueryTimeout(ms): 100
Baudrate {9600 -|
UneControl:  [a81 =] ModbusDevicelD(dech: |1 (1-247)
Request Commasd
Function Code:  [FC3 Read mulipe mgiskss ticood for A0, Add
Modbus ID (dec): 247 {1=247) FROFINET lafo
Start Address (dec) . O (0-65535) Total Input (Byte) - 18 Meodify.
Count (de) 4 (1~64 Woeds)

Total Output (Byte) : 11

h Delete
Change Word Order (AABE CCDD -> CCDD Adgg)  SymBm Usec 8 By§6s
i PPN Inget PPN Ouput
1] RC Siast Addr Count Worl onder 44 3 Adds By
b1 m: ®) 0 7 Ho 815 WA
2 7 1S5(WD) 0 4 N LTS 88
3 247 6 (WAD) 6 1 o NA a-10

Figure 6: Programming gateway; custom data or restoring
default file

5.2 Upload Settings

Adjust the configuration settings as required or alternatively

click Load File to open a .INI file containing a pre-configured
setup. When the settings are correct, click Upload Settings

to send the new gateway device configuration. It may take a
few moments to complete the upload.

Settings can be saved as a .INI file for future use.
Rotork recommend saving any files that differ from
the default configuration.

Paremeters
Modbus Format: [RID | ByteOrder: [BigEndma(Mobml) | Polling Interval (ms); 100
Modbus Type . [Master v| VO SafeMode: [LastValne v] QueryTimeout (ms): 100
Baudrate

Line Control : | Modbus Device ID (ded): 1 (1~247)

Figure 7: Modbus RTU settings
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6. Reading Profinet Data

The first 8 bytes of the Profinet gateway (bytes 0-7) are
reserved inputs and outputs. Actuator data starts at byte 8.

Specific actuator data registers are visible in the Advanced
Settings screen as shown below.

D o SsnAddr  Comt
247 3RAD) [0 ‘
247 150D0) 0 4
247 6 (WAQ) .6 ' 1

Figure 8: Actuator data locations

Register locations start at address 0. If your control system
starts at address 1, an offset must be applied.

6.1 Default Profinet Database

6.1.1 Database Commands
Profinet address
register Data Read/Write | Value range
8/9 Position W 0-1000
Command (0x0-3E8)

Figure 9: Database commands
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6.1.2 Database Feedback

Profinet
address Read/
register/bit | Data Write | Value range

8 0 Actuator moving R 0-1

8 1 Closed position limit R 0-1

8 2 Open position limit R 0-1

8 3 Running closed R 0-1

8 4 Running open R 0-1

8 5 Remote selected R 0-1

8 6 Local Stop selected (offline) R 0-1

8 7 Local selected R 0-1

9 8 Thermostat tripped R 0-1

9 9 Monitor relay R 0-1

9 10 | Valve obstructed R 0-1

9 11 | Valve jammed R 0-1

9 12 | Valve moving by hand R 0-1

9 13 | Moving inhibited by MIT R 0-1

9 14 | Position control enabled R 0-1

9 15 | EEPROM Checksum failure R 0-1

10 0 Battery low R 0-1

10 1 Open interlock active R 0-1

10 2 Close interlock active R 0-1

10 3 DI-1 R 0-1

10 4 DI-2 R 0-1

10 5 DI-3 R 0-1

10 6 DI-4 R 0-1

10 7 Reserved R 0

1 8 Reserved R 0

1 9 Reserved R 0

1 10 | Control contention R 0-1

1" " Partial stroke test in progress R 0-1

1 12 | Partial stroke test error R 0-1

1 13 | General alarm R 0-1

1 14 | Reserved R 0

1 15 | Reserved R 0
12/13 - Actuator instantaneous R 0 - 78 hex

torque (0 - 120%)
14/15 - Valve position R 0 - 3E8 hex
(0.0 - 100.0%)

Figure 10: Database feedback

For details of the reported data see the Modbus manual
PUB091-004 (section 7.3 to 7.6.9).




6. Reading Profinet Data

7. Troubleshooting Tips

6.2 DataRead
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Figure 11: Example of data read

The above images shows a Profinet simulator software tool
starting at register address 0.

Status data is visible in the left column. Bytes 0-7 are reserved
and therefore actuator data starts at byte 8. Using the default
configuration, information can be decoded using figure 9 and
figure 10.

e Byte 8 is 40hex. Bit 6 is active which means Local Stop
is selected.

e Byte 9is 02hex. Bit 1 is active which means Monitor Relay
is active.

e Byte 15 and 14 are 01FThex. Actuator position is 497 in
decimal which means 49.7%.

71 LED Behaviour

The table below describes LED behaviour on the Profinet
gateway device.

AP BOOT | ERR Description
OFF OFF Flash | Waiting for PROFINET connection
(Slow)

ON OFF OFF PROFINET connection is established

ON OFF Flash Device is at AP mode and the
(Slow) | module received the incorrect
parameters

ON OFF Flash Error! GW-7662 has diagnostic
(Fast) message

ON Flash Flash Hardware authentication error!
(Slow) | (Slow)

Figure 12: Profinet gateway LED diagnositcs

7.2 Diagnostic Messages

With the green AP LED on and red ERR LED flashing fast,
Profinet is working but a a diagnostic message is present in
the gateway. The first six bytes (0-5) will show details of the
diagnostic message.

An example diagnostic message is shown below. This is
common when a communication time out occurs, normally
a result of the gateway and actuator Modbus settings

not matching.

“02” There are 2 diagnostic messages
‘0 Module 1 Ermor
|_foc” Response Message Timeout

Figure 13: Common error message
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8. Ethernet Security

Always consider security of the Profinet Gateway when
connecting it to an Ethernet network.

The user should ensure the Ethernet infrastructure is able to
protect the Profinet Gateway from unauthorised access.

It is important to involve the local plant or site IT department
in conversations about security of control system networks.
The local IT department should be involved with securing
access between the business network and the control system
network. IT professionals will already be utilising cyber
security measures to protect the business networks.

Coordination between IT and the control system team is
important to ensure cyber security is managed properly
and functions for all networks on site. Security policies
may require modification if the exact same policy is not
appropriate for the control system and business network.

For example, IT departments can use remote access to
periodically maintain and update devices on the business
network, these routine updates could disrupt the control
system network. Control system updates to software
and configuration must be strictly controlled and remote
connection like this could introduce security risks to the
control system.

The traditional priority for an IT department managing a
business network is confidentiality, integrity and availability
of data in the system. The same priority list is reversed for

a control system network as availability of the data is the
most important. The security of the system should not
adversely affect the availability of data to users that need it.
Confidentiality is less important as most of the control system
data means nothing outside of the system.

The security guidance in this document is intended to help
the user implement and maintain reasonable security of the
Profinet Gateway, however, no security implementation can
guarantee to protect against all existing, new or previously
unknown threats. Rotork does not guarantee that adherence
to these and any other security recommendations will

protect the Profinet Gateway from security breaches and any
subsequent impact on process in which the Profinet Gateway
and associated ancillary components are involved with.
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Examples of security policies that can be employed on site:

All control systems must be segmented from the business
network using a firewall and a DMZ network.

Recommendation: All control systems must be
segmented from the business network using a firewall/
UTM (Unified Threat Management) device which has
built-in Intrusion Prevention, Intrusion Detection System
and a two-tier DMZ network.

All users should be trained on the site security procedures
and policies.

Different job and responsibility level users should have
different user names and passwords, preferably per
individual.

Recommendation: Each user should have an individual
user account with a strong password (minimum of 8
characters using a mix of upper case and lower case
alphanumeric characters).

Default passwords for user accounts must be changed
during system installation or site acceptance tests.

Recommendation: The end-user should always change
the default password to a suitable strong password.

Security events should be logged in a security audit file,
these include invalid logins and changes to user accounts.




8. Ethernet Security

8.1 Security Environment Expected
for the Profinet Gateway

The Profinet Gateway should be installed in an environment
with suitable IT security protection to safeguard against
internet attacks. Protection should include (but not limited
to) DMZs and firewalls between the Profinet Gateway
control system network and the plant network. A DMZ is

an effective method of protection by separating networks.
Direct connection between the Profinet Gateway and control
system host is expected. Therefore, a DMZ and firewall is not
required between these devices.

8.2 Defence in Depth

A defence in depth strategy utilises multiple layers of security
so that a threat has to overcome more than one security
mechanism. Defence in depth has 3 fundamental types of
security safe guards:

1) Physical controls — the physical access of a device and
the protection of the device. Normally achieved through
protective measures such as site perimeter fences, locked
control rooms and cabinets plus deterrence measures
such as CCTV.

2) Technical controls — content access restriction of the
system or device.

3) Administrative controls — policies and procedures of
the organisation.

rotor




Notes

Profinet Setup Guide



Notes




rotoric

www.rotork.com

A full listing of our worldwide sales and
service network is available on our website.

Rotork plc
Brassmill Lane, Bath, UK

tel +44 (0)1225 733200
fax +44 (0)1225 333467
email mail@rotork.com

PUB088-009-00
Issue 02/20

Rotork is a corporate ogpésetM%
member of the Institute g": %
> %
of Asset Management £ M ES
o
RATE W

As part of a process of on-going product development, Rotork reserves the right to amend and change
specifications without prior notice. Published data may be subject to change. For the very latest version
release, visit our website at www.rotork.com

The name Rotork is a registered trademark. Rotork recognises all registered trademarks. Published and
produced in the UK by Rotork. POWTG0220



	Contents
	1.	Introduction
	2.	�Change Profinet Gateway Settings
	3.	�Install the Setup Software
	4.	Connect to the Profinet Gateway
	4.1	Default IP Address

	5.	Program Actuator Data Reporting
	5.1	Add Custom Parameters
	5.2	Upload Settings

	6.	Reading Profinet Data
	6.1	Default Profinet Database
	6.1.1	Database Commands
	6.1.2	Database Feedback

	6.2	Data Read

	7.	Troubleshooting Tips
	7.1	LED Behaviour
	7.2	Diagnostic Messages

	8.	Ethernet Security
	8.1	Security Environment Expected for the Profinet Gateway
	8.2	Defence in Depth


